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Problem Definition and 
Motivation



4.7 BILLION 

CELLULAR 

PHONES

Source: Statistica



8.4 BILLION 

BLUETOOTH 

DEVICES

Source: Statistica



9 BILLION 

Wi-Fi 

DEVICES

Source: Statistica



Source: ñInternet of Things forecast,ò Ericsson 

IoT Devices Growing Fast and 70% Have Radios 
(Radio = Radio Frequency Communication Interface)
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22 billion connected devices, and 15 billionhave radios



Vulnerable Wireless Devices in 
the Enterprise Today
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There is Covert Wireless Throughout Today



ωIntrusion 
detection
ωExfiltration 

detection
ωAPT detection
ωNext gen firewalls
ωSIEMs

Huge Dollars Spent to Monitor

100 Mbps Internet Connections

On-Net Device Visibility 
Exists
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Off-Net RF Devices are Invisible

100 Mbps

5 Gbps are
Leaving via Radio Signals

NOBODY IS WATCHING!

ωCorporate phones

ωPersonal phones 

ωHotspots

ωWearables

ωThermostats

ωSensors

ωIoT



What Does Bastille Do?



Sense & Locate Cellular, Wi-Fi, Bluetooth, BLE and 
other RF devices/networks through Software 
Defined Radio (SDR)
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